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\ Introduction % TransRe

We value risk.

% Continued growth
Limits increasing across the board
Increase in new buyers
More industries purchasing

Sub-limits increasing / going away

¥ Broadening coverage
Contingent business interruption
System failure
Social engineering

Physical damage, bodily injury

¥ Topical accounts
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Underwriting Considerations @ TransRe

We value risk.

% Pricing challenges

Competition
Limited data
Broadening coverages

Records? Revenues? Mind BLOWN! = Inverted pricing? Actuaries =




Underwriting Considerations @ TransRe

We value risk.

% Industry differentiation:

Coverages
Net income that would 2
have earned or incurred % -
| | Continuing normal
BUSINESS operating expenses > z
INTERRUPTION
INSURANCE
Extra expenses incurred >
during the restoration period % z
CLOSED Cost of actions taken to >
minimize the loss 7

Manufacturing

The many ways hackers can use email addresses

Your messages. calendar Commarcial amail

Your location (+mobile/iTunes
Facehook, Twitter, Tumblar
M.!&s. Amazon, Walmart E
iTunes, Skype, Best Buy § Retail Resale
Spatify, Hulu+, Netflo
Origin, Steam, Croasfire,

Email, chat contacts

ﬂ'FuIe hostin; accounts
Harvesting JGoogle Docs, MS OneDrive

Direy . Box com

tsm‘tware license k.g!s

Salesforce, ADP accounts

Retail

Financial Institutions



https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwist6C-g5DZAhXiuFkKHZSdA4AQjRx6BAgAEAY&url=https%3A%2F%2Fwww.coverwallet.com%2Finsurance%2Fbusiness-interruption-income-insurance&psig=AOvVaw1xgIgwbssreS7JrkP3LUt8&ust=1517963116115968
https://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwist6C-g5DZAhXiuFkKHZSdA4AQjRx6BAgAEAY&url=https%3A%2F%2Fwww.coverwallet.com%2Finsurance%2Fbusiness-interruption-income-insurance&psig=AOvVaw1xgIgwbssreS7JrkP3LUt8&ust=1517963116115968
http://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwjysZKrhJDZAhVEx1kKHXr3CUgQjRx6BAgAEAY&url=http%3A%2F%2Fwww.fraud-magazine.com%2Farticle.aspx%3Fid%3D4294987206&psig=AOvVaw0BWENe60TFg6foRhmcQPMn&ust=1517963335880204
http://www.google.com/url?sa=i&rct=j&q=&esrc=s&source=images&cd=&cad=rja&uact=8&ved=2ahUKEwjysZKrhJDZAhVEx1kKHXr3CUgQjRx6BAgAEAY&url=http%3A%2F%2Fwww.fraud-magazine.com%2Farticle.aspx%3Fid%3D4294987206&psig=AOvVaw0BWENe60TFg6foRhmcQPMn&ust=1517963335880204

\

Underwriting Considerations

% Loss activity

Southwest (but system failure should be free?!)?
Maersk (but, NotPetya didn’t do anything?!?117?)
Yahoo (why would we think about D&O clash)?
Equifax (D&O and Cyber?)

Uber (will it be cyber? D&O)?

Merck (eek!)

Intel (cyber, E&O, D&O)?

% TransRe

We value risk.
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A NENENENEN

Large Risk Example

v" Records: xM PII, xM PHI
v x employees
v" Written Privacy policy
v Chief Privacy Officer in
place
PCI Compliant

<X

User access controls
| )
i

Extortion, Fines / Penalties, Breach ™

Notification, Network security and
privacy liability requested

No Business Interruption requested
Industry: Retail

$xxM Retention

No cyber claims in last 5 years
Geography: Mostly U.S.

Risk v
Management

U.S.
Exposed
Company

$XXB revenues

v
v
Terms and
e v
Conditions
v
v
v

& $200M limits requested

% TransRe

We value risk.

Written contracts with all vendors
Business continuity plan in place and
tested

Employee training on privacy and
network security

Disaster recovery plan in place and
tested

Data and

Network Security

i

}
Written network security policy
Encryption in transit, mobile devices
and at rest

VPN / Multi-Factor authentication
Firewalls, logging, malware
protection, penetration testing
Physical security controls

Chief Information Security Officer in
place




Aggregation Concerns @ TransRe

\ We value risk.

Agqgregation

% Same entity, multiple cedants
¥ Same entity, numerous exposed product lines
D&O example
Recent bank example
@ “Silent” cyber
Need for clarity — exclusions / affirmative coverage
% Scenario considerations

¥ Risk tolerance implementation




TransRe Approach

% TransRe

We value risk.

Proactive
Risk
Management

Knowledge
Exchange &

Communication

New Product
Development

Underwriting
Standards &
Best Practices

¥ Dedicated Global Team

5 full-time members

% Oversight Committee

30 members from all regions & lines




TransRe Approach @ TransRe

We value risk.

Proactive Risk Management General1 General 2 |Geneml3| Ceding and Broker | Daf
7 System coding Associated Treaty Number: |
Team #: |
Priority: |
¥ Referral process e =
Claims Processeg ﬁxccltudd:dd |
& Exposure tracking includes Worker], . |
Actuarial Review|Silent
@ RlSk tolerance framework Inuring Rei“s"m!Silentbut excluded on primary policy |
Automatically Ca |
¥ Standalone portfolio management EaTTesT— L

Underwriting guidelines
Capital allocation

% Aggregation management

Per entity & horizontal — internal system
Scenarios

Source: AIR




QUESTIONS?
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