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Global Impact
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Cyber liability and data breach

Stat of the market
What is the Exposure to Risk?
What are common coverages?  
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Cyber Insurance: Size of the Market and Market Players 

Two good places to look for information on the market:

The Betterley Report, by Richard S. Betterley, 
www.betterley.com; and

The NAIC Cyber Supplement
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http://www.betterley.com/


NAIC Cyber Supplement
• Regulators at the state and federal level are concerned about the exposure. They think 

insurers can help insureds risk manage the exposure.

• Began in 2015 so we have 2 years of data.

• They are looking to understand 3 segments:

o Stand alone cyber and Cyber as endorsement to a package 

o Personal lines ID Theft products

• According to the NAIC, the initial filings were received April 1, 2016 for 2015 data and 
the second year of filings were received in April 2017 for 2016 data. 

• Analysis for 2016 data showed more than 500 insurers provided business and 
individuals with cyber insurance in the U.S. 

• The vast majority of these coverages were written as endorsements to commercial 
and personal policies.

• NAIC estimates the cyber market is $2.49B.
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NAIC Cyber Supplement 2016
• For the admitted market: premium for standalone policies was $920,712,006 and 

package policies was $434,475,892. The total written premium for both types of 
policies was $1,784,481,175

• For the surplus lines market: premiums for standalone policies was $552,226,000 and 
package policies was $156,285,000. The total written premium for both types of 
policies was $708,511,000.

• 98% of the liability coverage is written on a claims made basis. 

$552,226,000 Standalone
$156,285,000 Package
$708,511,000 Market Size

2016 Report

$920,712,006 Standalone
$434,475,892 Package
$429,293,277 Unreported estimate

$1,784,481,175 Estimated Market Size

2016 Report

*http://www.naic.org/documents/cmte_ex_cybersecurity_tf_rpt_cyber_ins_coverage_suppliment.pdf?786
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• 42 insurer groups (128 individual insurers)
• Insurers writing this coverage reported $920,712,006 in direct written premium
• The top ten insurers wrote 68.7% of total U.S. market with the top 20 writing 

84.4% of the market
• The standalone cybersecurity insurance written premium for 2016 has increased 

by 90.5% since last year.
• Loss ratios for standalone cybersecurity insurance were all over the map ranging 

from zero to over 400%.

*http://www.naic.org/documents/cmte_ex_cybersecurity_tf_rpt_cyber_ins_coverage_suppliment.pdf?786

The Cyber Market – Stand Alone Policies*
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• Hanover Insurance Group Inc.

• Tokio Marine Group 

• Hartford Financial Services 

• Travelers Companies Inc. 

• NASW Risk Retention Group Inc.

• Beazley Insurance Co.

• Chubb Ltd. 

• CNA Financial Corp. 

• American International Group 

• XL Group Ltd 

The Cyber Market - Top 10 Standalone Markets

This groups represents 83% of the stand alone market by policy count and 79% based on 
premium.

*Data is as reported in the NAIC Supplement for 2016. 
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• 356 Companies reported premium.
• 352 insurers of the 708 insurers reported no premiums, generally because 

they could not break out the premium change for the cybersecurity coverage 
from the remainder of the package policy.

The Cyber Market – Package Policies*

*http://www.naic.org/documents/cmte_ex_cybersecurity_tf_rpt_cyber_ins_coverage_suppliment.pdf?786
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• Hartford Financial Services 

• Farmers Insurance Group of Cos 

• Erie Insurance Group 

• Berkshire Hathaway Inc. 

• Selective Insurance Group Inc. 

• United Fire Group Inc. 

• Brotherhood Mutual Ins Co.

• Hanover Insurance Group Inc. 

• Travelers Companies Inc. 

• CNA Financial Corp. 

This groups represents 74% of the package market by policy count!

*Data is as reported in the NAIC Supplement for 2016.

The Cyber Market – Top 10 Package Markets*
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• American International Group 

• Chubb Ltd. 

• AXIS Capital Holdings Ltd. 

• CNA Financial Corp. 

• Travelers Companies Inc. 

• Berkshire Hathaway Inc.

• Farmers Insurance Group of Cos 

• Beazley Insurance Co.

• Aspen Insurance Holdings Ltd. 

• Fosun International Hldgs Ltd. 

This groups represents 85% of the package market by premium!

*Data is as reported in the NAIC Supplement for 2016. 

The Cyber Market – Top 10 Package Markets*
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• According to the NAIC report there were 21.4 million policies including 
identity theft coverage as part of a package policy. This compares to only 
278,334 policies that were stand-alone identity theft coverage.

The Cyber Market – Personal Lines ID Theft

$23,800,000.00 Standalone
$502,900.00 Package

$24,302,900.00 Market Size

2016 Report

*http://www.naic.org/documents/cmte_ex_cybersecurity_tf_rpt_cyber_ins_coverage_suppliment.pdf?786
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• Nationwide Mutual Group 

• Chubb Ltd. 

• State Farm Mutl Automobile Ins 

• Travelers Companies Inc. 

• Allstate Corp. 

• Liberty Mutual 

• Hanover Insurance Group Inc. 

• Erie Insurance Group 

• Farmers Insurance Group of Cos 

• American Family Insurance Grp 

The Cyber Market – Top 10 Personal Lines

This groups represents 77% of the personal lines market by premium!
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The cyber and data breach market projections

The market is still considered in its infancy in terms of penetration levels, estimated to 
be under 15% in the US
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Where Are the Threats?

Inside threats
• Employee negligence

o Security failures
o Lost portable devices
o Unintended disclosures by email, 

fax, phone or in person
• Failure to encrypt portable devices
• Employee ignorance

o Improper disposal of personal 
information (dumpsters)

o Lack of education and awareness
• Malicious and/or nosey employees

Outside threats
• Hackers

o Malware

o Phishing and spear phishing

• Thieves 

o Social engineering tools

o Stolen portable devices

• Vendors/Business Associates
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Verizon 2017 Data Breach Investigation Report 19



Claim Activity By Cause of Loss

Beazley 2017 Data
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Different Industries Are Vulnerable to Different Cause of Loss

Industry Unintended Disclosure Hack or Malware Social Engineering
Healthcare 39% 19% 3%
Financial 22% 48% 12%
Education 27% 43% 9%
Retail 4% 53% 30%
Professional Services 12% 48% 21%
Hospitality 4% 74% 9%

Beazley 2017 Data
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• Paper or Electronic

o 12% of breach incidents involve paper

• Accidental or Intentional

o 22% of breach incidents are broken business practices

• Company / 3rd Party

o Approximately 30% of breach incidents are a result of a 3rd party

Source:  Beazley – 2016 statistics

Breach Incidents – It Is Not All Cyber-Related
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Unintended Disclosure

o Paper / Physical Records

 Un-shredded Documents

 Dumpster Diving

 File cabinets – sold/donated

 Natural Disasters

 X-Ray Images

Where’s the Risk?  - Spectrum of Risk
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Where’s the Risk?  - Spectrum of Risk

Unintended Disclosure

o Electronic assets

 Computers

 Smart phones

 Backup tapes

 Hard drives

 Servers

 Copiers

 Fax machines

 Scanners

 Printers

o Leasing Contracts - Review
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• These questions will help you calculate business losses:

o How much money will you lose based on information, such as intellectual 
property (IP) or personally identifiable information (PII), lost through the data 
breach?

o How much money will you lose to notification costs, lawsuits, fines, audits and 
brand damage when the data breach becomes public?

o How much time will it take to resolve the breach—to identify and address all 
affected systems, and respond to attacks?

o How much will you be fined if your security practices don't comply with security 
policies and requirements?

Costs of breach consequences

Fire Eye https://www.fireeye.com/current-threats/cost-of-a-data-breach.html
And Beazley Claims Detail. 26

https://www.fireeye.com/current-threats/cost-of-a-data-breach.html


• Ransomware is malware that typically enables cyber extortion for financial gain. 

• Criminals can hide links to ransomware in seemingly normal emails or web pages. 

• Once activated, ransomware prevents users from interacting with their files, 
applications or systems until a ransom is paid, typically in the form of an anonymous 
currency such as Bitcoin. 

• Ransomware is a serious and growing cyber threat that often affects individuals and 
has recently made headlines for broader attacks on businesses. 

• Payment demands vary based on targeted organizations, and can range from 
hundreds to millions of dollars.

• A multitude of ransomware variants exist. 

o They include Cryptolocker and its variants such as Kriptovor and Teslacrypt, 
Cerber, Dridex and Locky and most recently, WannaCry.

Ransomware – A Particular Kind of Computer Attack

Fire Eye https://www.fireeye.com/current-threats/what-is-cyber-security/ransomware.html 27

https://www.fireeye.com/blog/threat-research/2015/04/analysis_of_kriptovo.html
https://www.fireeye.com/blog/threat-research/2015/05/teslacrypt_followin.html
https://www.fireeye.com/blog/threat-research/2016/07/cerber-ransomware-attack.html
https://www.fireeye.com/blog/threat-research/2017/05/dridex_and_lockyret.html
https://www.fireeye.com/blog/products-and-services/2017/05/wannacry-ransomware-campaign.html


Growing threats – cyber extortion

Beazley Breach Insights, August 2017

WannaCry, May 2017

28



What’s the real damage and how might a cyber policy respond?

o Payment of ransom  cyber extortion

o Forensic investigation  breach response

o Expense to restore data from backup  data protection

o Loss of business due to downtime  network business interruption

o Responding to regulatory inquiries  regulatory defense and penalties

o Individual third-party claims  information security and privacy liability

Claims Trend: Ransomware
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• What is social engineering? Method of attack that relies on human interaction to trick 
people into breaking normal security procedures.

o Phishing

o Spear phishing

o Whaling

o Smishing

o Phone calls

o Emails

o In-person

• What is social engineering used for?

o Funds transfer requests

o Requests for W2 and payroll records

o Installing malware

o Fraudulent tech support

Claims Trend: Social Engineering 
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Beazley 2017 Data
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What one company has done…
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Claims Trend: Social Engineering
What’s the real damage and how might a cyber policy respond?

o Fraudulent funds transfer
  Usually no coverage for the loss of money

  breach response (not in every case)

o Requests for W2 and payroll records
  breach response

  information security and privacy liability

o Installing malware  breach response

o Fraudulent tech support  breach response
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• Nothing is common.

• Many company specific forms out there.

• Devil is in the details. 

Common Coverages?
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Coverage evolution

Silent Excluded
3rd Party 

Information Security 
and Privacy Liability 

only

Offering Breach 
Services*

+ 3rd Party Website 
Media Liability**

+ Regulatory 
Defense,

+PCI Fines, Costs 
and Expenses

+ 1st Party Cyber 
Extortion

+ 1st Party Data 
Protection and 

Business 
Interruption

+ Crime Coverages

rapid exposure driven development
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Typical Types of Coverages Are….

• Computer Expert Services

• Privacy Counsel

• Notification Services

• Crisis Management and Public Relations Services 

• Credit Monitoring Services

• Information Security & Privacy Liability Coverage

• Regulatory Defense & Penalties Coverage 

• Website Media Content Liability Coverage 

• Payment Card Industry (PCI) Fines, Expenses & Penalties Coverage

• Cyber Extortion Loss Coverage

• First Party Data Protection Loss Coverage

• First Party Business Interruption Coverage

• Fraudulent Instruction

• Crime Coverage
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• Triggers for Breach Response Services 

o The industry has very tight triggers on breach response coverage. 

o Does the policy address require the breach, discovery and report all be within the 
policy period?

• How is terrorism handled? 

• Are corporate records included? 

• Are paper records covered? 

• Are acts that occurred before the policy period covered? 

• How is contingent BI handled?

• Does the policy come with risk management?

o Website/Information Portal

o Hotline

o Pre breach services

Product Features
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THANK YOU
Libby.Benet@Beazley.com
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